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o Windows Defender Firewall

v | " « All Control Panel Items * Windows Defender Firewall W ()

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Intemet or a network.
through Windows Defender

Firewall .
. G Private networks o
ﬁ Change notification settings
@ Turn Windows Defﬂﬂt‘fo l @ Guest or public networks

Firewall on or off

Security and Maintenance

Network and Sharing Center

Not connected ()

Connected ()

@ Restare defaults Metworks in public places such as airports or coffee shops
@ Advanced settings Windows Defender Firewall state: On
Troubleshoot my network
/ Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: = Network 4
Notification state: Notify me when Windows Defender Firewall blocks a
new app
See also

@ Customize Settings

w A i‘ » Control Panel » All Control Panel kems » Windows Defender Firewall » Customize Settings

Customize settings for each type of network
You ¢ the firewall settings for each type of network that you use.
Private n settings
a {®) Tum on Windows Defender Firewall
[ Bleck all incoming connections, including those in the list of allowed apps
4] Notify me when Windows Defender Firewall blocks a new app

@ {O) Tum off Windows Defender Firewall (not recommended)

Public network settings
e () Tum on Windows Defender Firewall
[[] Block &l incoming connections, including those in the list of allowed apps
k] Notify me when Windows Defender Firewall blocks a new app

$ ) Tum off Windows Defender Firewall (not recommended]

@

L] 4 Cancel

v U

- o X

Search Control P.. B2

e
“ﬁ"u "I.
™ . sff a0®
. e, o ———
|
N — . |

Sgading dubes s Jankl 12,2 i




CA 0N T Jguost b Elwls Lo 339 otf Oliudailt Lol
Allowing Internet Access to Applications on your PC

3 oLizall il yull (yag s il yud Jgimgll cye cilibiling ilialon Balasmd oy a1l 3sn Cpa cgoial) g ing B
‘f[+M1Q?L@31@jQw1 3‘_;1.11_*%3.;_!:5- 3 ygucns Sy ulasd! 5l d!wﬁ:ﬂlu.\au;;_m?lamgﬂj
Lyl ol csliabaild >lecd) Ugay 2ia¥l @l ¥l o Joe wlie Cllayy 23 251

o Windows Defender Firewall

1 C0 BN (| Slacdaill J gua g 7Lell

= «~ 4 W = All Control Panel ltems
dasssl o (3sadng Lles lus ) Windows Defender Firewall 5250 a <
Control Panel Home Help pi Allow an app or feature through Windows Defender Firewall
Windows O . (ki Heais les Hlas sue 3500 sl Gabed) plendl)
Allow an app or feature through t
:I:rr:wugll: Windows Defender ol g e 0N I Jgamgd! ey ,__;J1 il cla el d6dE gl <
¥ Change notification settings e dadisl ied 0¥l JLaiVl Le Gadad) chJ.lJ %
& Tum Windows Defender l G € .(,al sulay rLewdl) Allow another application
Firewall on or off a o T T
& Restore defaults Network et dhias i Al pleatlioi Y s aaled 67 A e 5
- O . (2aLx!) Add Lo dais! <
9 Advanced settings Window { ] ul‘
Troubleshoot my network ,
Incomini
i Allowed spps = O >
= w i ﬂ'u Windews Defender Firewall » Allowed apps w Search Cantral P 0
. Allow apps to communicate through Windows Defender Firewall
C pins "_L[:“i_ﬂ_‘: W s r To add, change, or remove allowed apps and ports, click Change settings.
w 2l e J L What are the rizks of allowing an app o communicate? Efwm
i bale g el 5 YL SVl ~
= Allowed apps and features:
cdaladl Sl BN as dal st :
o = | Name o Private | | Public | »
= S Microsoft AAD BrokerP LB 1000, 16255 EEII_ ! - = “!
B @ Microsoft. MicrosoftEdge_41.16299.15.0_neutral_Bwekyb3dBbbwelms-res.. | B a
| B @ {Microsoft.PPIProjection_10L0.16289.15_neutral_neutral_cwSnThtoesyims...| O B
B @ {Microsoft. PPIProjection_10.0.16299.15_neutrsl_neutrsl_cwSnThitoenyims...| E =
Add an app X B @{Micresoft Windows. CloudExperienceHost_10.0.16289,15_nevtral_nevtralc.. | B O
B @ Microsoft. Windows. CloudExperienceost_10.0.16299.15_neutral_neutral_c.. | © a
5*“. | mﬁﬂmﬂ to add, or dick Browse to find one that is not B ©{Microsoft Windows. CloudExperienceMost_10.0.16298.15_nevtral_neutnale.. | & || O
| B ®{Microsoft. Windows. Cortans_1.9.6.16299_neutrsl_neutral_cwSnihdbgest.. | a
Apps: | BB{THECDE-45E3-4T6E-BH26- SE0ESH6A0309) = =
—% | B30 Builder =] =]
“# gantiproject | B30 Viewsr (" 2| @
=] M| |

| BlAdobe Bridae €58 184
! Details... Remove
= Allew anether Bpp.. o.
i

ok || Cancel | ‘

-

Path: | Ci\Program Files (x86)\GanttProject-2.8\gant] | Browse... |

What are the risks of unblocking an app? ! Jgeasl! sha! 1-—’-*;‘:*—"':'
You can choose which network types to add this NOAPGE) |

e W

=8 W M el daill fgimgs #lewt! 12,3 €5



Sliwls e Oidlomt) g Slatl) S ) adald

L

Modifying File and Folder Permissions on your PC

Crvantd Aganlg Sgoking g0 -caleglall Lalail cpralat Leaa LT cle L W o] cluloel g lall) I Jguagl 2 @Somtll

TS BUPSPREL U { PS PRI [ RVPY SOWPS E:U‘:._i.'lldigsa_g_-.jilMlaLﬂllgalm1JlJ}dﬁJl}gUnf}‘l
8 e whamd | Al | Silale 1=LI=.1 c_ﬂ_x_g.&l Jedug Lolni) P v et SLOLI ) J o gl e

uhjglc_u&lmiamd}m}ﬂi@ﬂm Aegaza 09 .(New Technology File System — NTFS)

L,.qi,_m{NTFS)pmmimmm?umuuj;h_,s.u;:qmuuuuluﬂuu}umﬁwmu}@j

dﬁgwg&,&ﬂl@bwm+uu@lljuwl hgwulgu&}q;tljwwd.q&:uhjﬂww

Lo suds (NTFS) Sumuadt acailt Olate allad esliaal ,38T rra . Lgaim o Lobinas ol Aidae ool ilomag cilile 11 Jgmmsl!

:L“?j:' La

LiS:.:a.c_g.q.ﬂ_-_UjiPM _,ﬁ-_._g::u.qls @<=3) Full Control — Project Properties X
g aY Lows e 3yaall U2 Lay cad=ll ol oLl 2 M IS Generl Shamng Securly Previous Versions Customize

ol ol Galoll AU Lo Joeanmdlg il g Lgil s o B

Group or user names:

ot gl LAl s (e simiaiall peaeas 1 Juo5) Modify — | | [Rsvsro

oo : . & 515:21-2649262342-3145253210-1676445530-1002
Bagds de i cululeagelile L0 1D 2 La, Adminigtrators (BL-ACAD-EN-PC | 2\Administrators)

o 29 8| 35 (e el recn :( 1402059341 ,3) Read Execute —
Aalaiis vl aledl g lalll

Onadiioeall oy (A=l cilygiza 5 1) List Folder Contents L
FIE R 3.?&_9.“:21“1.“' 5;14@&?@&4@1 -;;1[_15:._-,;..: u.J'"'_.?-'-‘ ‘—'—Lwam

- 2 List folder contents
Lalal ol Lebhaa Flnd
Wie v 2.
) - A ——
el bl eulalll oy cpsdiinell mews (341 52) Read For spocks pomistme or advancod scltinge. |

B laleay oilale e Lah cresiicael] o (2,18) Write

ala M Jgeogll g iliga¥1 S 3as A gl el sl Y CA_{F OK ]| Concel | [ sock
d_r.u.ad.c‘g.q:rl n| Tﬁm

Ciae Al Citotlant g LY Sl 5T et

1 F O Properties le daiisl @5 gllall ol dealll ol s asbatall s Ll «
O . (L) Security cuss dade Lo daisl <

9,:.1u551 &Jw;gﬂfﬂﬂilﬁldﬁﬁﬁd_&q; <

O iesora sl o cligsl fastd (upe) Edit 35 e daial <

O 5 dogera gl puiiins 2oLy (25ls]) Add 5) e dais! <

O Lo (818 B gama 5l aniiiie iliph] s I A Loy € 13] <

(7 J::.‘il il m_,.a@.éacdj (eLewW! 2pa 3asall) Check Names ) le dais! <

O . (52150e) OK e dais! <

O .35 ASlal 25 uuo) Aeganell ol sl austadl o pe wliS <

@ L5 1 lig 3V et pamtll 3y3lias aaiial <

5

)L



Project Pmpmo X
General Shadng Securty Previous Versions Customize
Object name:  C:\Users'Desktop'Project o %
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o Administrators [BL-ALAL-EN-PL D\Adminisirators ),
To change pemissions, click Edit. | Edit._ |
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'15 Iﬁ.ppll.r & display %tl:r . “Chri> g | +
Time Source Destination Protocol  Length Info = F ~

973 338D - 56800 Len=031 |

19 8.454883 199.8.8.14 199.9.8.48 Lop
28 B.595584 199.9.9.42 239, 255.255.25 55DP 216 M-SEARCH * HTTP/1.1
21 B.687ea2 199.09.98.46 199.9.8.154 LD 60 56898 = 3389 Len=11

23 B.728223 1219 3389 -+ 56898 Len=1177

il

25 ©.738110 199.0.9.154 40.69.222.109 TCP 54 57183 + 443 [ACK] Seq=2 Ack=2 Win=1026 Len=@

26 9.744110 199.0.0.46 199.0.8.154 TLSvl.2 97 Application Data

27 8.751879 199.0.0.46 199.9.9.154 TLSv1.2 97 Application Data ;

28 8.751958 199.0.0.154 199.0.0.46 TcP 54 3389 = 59320 [ACK] Packet List Pane

29 8.768463 199.0.9.46 199.9.9.154 TLSv1.2 184 Application Data T _

38 9.773324 199.0.9.154 199.9.0.46 uoP 1282 3389 - 56898 Len=1249 (“-“F‘Jl EPEEERY =

31 0.773367 199.0.9.154 199.0.0.45 uoP 1279 3389 » 56899 Len=1237 |1 i
i b

Ethernet II, Src: Veware 55:6T:07 (0Q:0c:20:55:6T:07), Dst: Dell_9c:ieS:ic3 (F8:bl:56:9cie5:ic3)

Frame 24: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface “Device\WPF_{25219041-4EDB-41EC-0A3B-A2TDORE3AZFAY}, 1d @
Internet Protocol Version 4, Src: 40.69.222.109, Dst: 199.9.8.154

Packet Details Pane

(e joudl Juolisi dmg)
' TEblS6 dces c3 00 0c 2055607 0B 0O B 08 v - JUo
218 B8 28 3a 3d 49 28 65 96 @8d 46 2B 45 de 6d c7 89 +(:=w@-w: F{E-m--
X8 OB 93 @1 bb of @f fa 64 c5 7& 62 18 Ta ab 50 11 sennnaag swfe s
PE3E 83 fe d7 15 &8 20 00 62 ©0 09 28 28
Packet Byte Pane
{L'F:EHQL]LH "4:.,3_1]
L T I
tod o PR ..,g'? ereshark_Ethernet_20200124090408_s 10928, peaprg Packets: 7197 * Displayed: 7197 (100.0%) * Dropped: 0 (0.0%) || Profile: Default -
s @ . . ¥ ;B

A Ak ik ies 12,10 58
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The Packet Details Pane da jouf! Juolald d ot

* Frame 24: 6@ bytes on wire (480 bits), 60 bytes coptured (480 bits) on interface Device\WPF _{2B219041-4EDB-41EC-DAZB-AZTDOBEZAZFAY, id @
» Ethernet II, S5rc: VMware 55:67:07 (00:0c:29:55:67:87), Dst: Dell 9c:eS:c3 (f8:bl1:56:9c:e5:c3)
% Internet Protocol Version 4, Src: 48.69.222.189, Dst: 199.8.8.154
e18d .... = Version: 4
» 8181 = Header Length: 28 bytes (5)
¥ pifferentisted Services Fleld: ex@® (DSCP: C58; ECM: Mot-ECT)
Total Length: 49
Identification: @x3a3d (14503)
» Flags: @xd29@, Don't fragment
.8 BE2E 2088 P8R8 = Fragment offset: @
Time to live: 181
Protocol: TCP (&)
Header checksum: @x@d4é [validation disabled]
[Header checksum status: Unverified]
Source: 408.69.232.1849
Destination: 199.8.8.154

ol Jalis dagd 12,11 58

bl Lo Azl LSLEN 42 43

.E..d__',_#! ‘_19_-;. E_:_é_...a_g

> Frame 24: 60 bytes on wi
* > Ethernet II, Src: VMware_
v Internet Protocol Versio:

Al Aloaiadl AaSLall o paS \
Lol 03 il 381 Slaglas J

The Packet Byte Pane de j)1 Slilo Ao ot
.(Hexadecimal) (g ot s tosadt Gzt Ly G scmd] s jdl ulily (Packet Byte ) de jod i Sk A gl Bguiin o pa

0002 f3 bl 36 oc eS¢ RRIIEL 55 cfev et oo 4500 v [ -2

G010 00 28 3a 3d 40 00 65 06 ©d 46 28 45 de 6d cT 0@ - (:=f-&- F(Em

2020 00 9a @1 bb of ©F fa 64 6 7e G2 18 fa ab S0 11 .- d -»f P

8020 03 fe d7 1500 OO QO 00 OO QO OO O 0000 ccececo e

() 7 wireshark_Ethernet_20200124050408 _a 10928.pcapng || Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profile: Default -
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?Hj'ﬂ'l:&wfdwhuubLullethSM I:ll:..Jll_milq...u_..u-..dLmJll_,J.: a gaid ) SLiLodd del ald
.;_;4,..;...:.11.‘_,.4...-1..!........“ e L pﬁ1ubw}mjﬁﬂlaﬂwmﬁﬁym (A-F30-9) 24,014
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Analyzing a Wireshark Scan &I jLd a1 9 pasd Jdoo

E {q_iLa.\L.uL&_‘ﬂ_}_ﬁ. fpu.a_'sréa_il_nlq.cu_ddﬂ_._..aﬂubLuLgﬁJJ,Ll:uln_ULuJ_abﬁnl.ml:,S_u
=r D ‘—L's—‘ﬂﬂ' Ml##gmda@&ggquﬂiagm@;ﬂnﬁm“ (1N
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https://bl-xtrransfer.s3.amazonaws.com/KSA/G12/CYB/U2/L2/Scan_results.pcapng

hark MNetwork Ana . & . -
loq i ted gl il y'cale pei
File View Go Capture Analyze Statisti

] -1

Open G0 E | o ; o ; : e
Chon y — o{cﬁn} DPEHJ@@MM{@A}FI'E@HMMQA{
|MH?E"1; T cals i (dolad¥l cals 232 ) Open Capture File 32ab ye <
mpart from Hex Dump... =
s e &3 (Sl ya=s) Scan_results.pcapng
Save CtrlS - (3] (z=2) Open Sle Laissl <
Save As... Ctrl+Shift«5 205 a
= . | O i Al clbld! 3 o 2818 213 yamdll Cle agiu <
" |

Export Specified Packets...
Export Packet Dissections LN Ml Woremark - Gpen Capture File %
Export Packet Bytes... CtrieShiftsX | [ — Y] @ # i @
Export PDUs to File... — o
Export TLS Session Keys... m*
Export Objects 1 e

1
Primt... Chrl+P Desktcg
Chuit Cirl+Q ” :

T ) =

B Al ot
a e
This PC
Readfiter: | Forar Ve poang
‘ Auomptiealy Setect fis hpe w Sire S04 WGB, 147 data recordsy
MHatwork St / elapsed: 2020-00:000 14-22-217 / 00012
M 5can_resultspeapng - | 4

File Edit View Go Capture Anslyze Statistics Telephony Wireless Tools Help

dm @ ERE Qe fF i = QaQqf

m'a'a-:!lsﬂ:.f filber ... <Chrl-f> ol - o
o, Time Souros Destinakon Protocol  Length Info )
- 1 ©.000000 199.0.0.45 199.8.0.154 TLSv1.2 o7 Application Data
2 B, 2oae7s 199.8.08.154 195.8.8.46 TCH 54 3389 » 51549 [ACK] Seqe=l Ack=44 Win=63845 Len=8
3 B.885153 1599.8.8.154 195%.8.8.45 TLSw1.2 186 Application Data
4 8.816836 199.8.8.45 199.0.8.154 TLSv1.2 184 Application Data
5 R.832825 199.8.8.45 192.9.8.154 TLSv1.2 184 Application Data
6 @.832186 199.8.0.154 19%.8.8.46 TCP 54 3389 » 51549 [ACK] Seq=143 Ack=144 Win=&63746 Len=9 e
7 B.848186 199.8.8.46 195.8.8.154 TLSwv1.2 184 Application Data [ |
& B.864814 159.8.8.46 195%.8.8.154 TLSw1.2 184 Application Data
9 B.B648E8 199.8.8.154 199.9.8.45 TCP 54 3389 -+ 51549 [ACK] Seq=143 Ack=244 Win=£63646 Len=9@
18 @.080007 199.8.0.48 199.9.9.154 TLSv1.2 pl=t H_:F-Hclti.m Data
4 >
> Frame 1: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface ‘Device\NPF_{28219041-4EDB-41EC-9A30-A27D9GE3A2FA), id @
» Ethernet II, Src: Dell _89:6m:2fF (Sciec:abi89:6m:2f), Dst: Dell 9Sc:eS:c3 (TB:bl:i56:9cieSic3)
» Internet Protocol Version 4, Src: 199.9.8.45, Det: 199.0.0.1%4
> Transmission Control Protocel, Src Port: 51545, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43
> Transport Layer Security
gagd 8 bl 56 9¢c &5 c3 Bec ec 4b B0 6a 2T OB 09 45 00 i CEL TR 4 TER!
@812 9@ 53 17 fc 49 90 B@ @6 53 28 c7 0@ 90 2e c7T @8 S -@ Gormnys
G228 .00 9a c9 5d od 3d bf fa 49 c7 34 81 @3 74 5@ 1B pei]ome s Todhs ofP-
SOTEC 2@ 14 20 65 00 99 17 93 @3 0b 25 02 0P 00 80 0D B LEEEERE! LEERE
saf48 @@ 37 22 34 ST 8b 48 6f d9 54 fd 43 c6 2 53 a6 -7"4_-Ho ‘T-C S
pEB5S Se aB 45 00 ce 97 ff 3c 4d Be 21 d6 dB 6b 58 34 2 AE---of Mol-kod
gasa Th {

Ll julgila 552 12,13 €5



M?HU‘EMU@' ll_d_Lﬂui alaa Sla ILUS'_q;j .u..:_'lr.ﬁjléh.\t_,..‘a_}.u“?_ﬂl a_a)_:-.ﬂ Lﬁﬁhﬁ]%{:};i
538,00 aolsnlly (Manll) et 3320 o cdaol o

‘ Scan_results.pcapng - O X
File Edi# W) Go  Capture  Analyze Statis Telephon Wireless Tools Help
LN * BB R @rﬂ-%?!&[ Jﬁ.ﬁ.ﬂ...ﬁ.
| & -.radmia-.- ﬁll:r.-r , <Cir-f>
M. Tieme: Source Cestinakion Protocol  Length  Enfo
1 0. 000088 1959.09.08.45 m B B 15-.- TLSw1. 2 H? ll.pp]itlti.ﬂl'l |.'l-l'|:|l
L'H H 'E -II-E 1.2 !IH H.pp]i-l:lti-nl'l [Ilt.l i i
4 B8.816836 199.8.8.45 199.8.08.154 TLSw1.2 1ga application Data
5 B.832826 199.8.8.45 199.8.8.154 TLSw1.2 14 application Data
& B.832186 199.8.8.154 190.8.0.48 TCP 54 3380 -+ 51540 [ACK] Seq=143 Ack=144 Win=83746 Len=0 |
_ 7 A AdR1RA 108 A & 45 100 & & 154 Ti€el 7 104 Annliratine Nats e fd
| £ R S L e e T = e oy S e e e E e e 3

Frame 2: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface ‘\Device\NPF_{28219D41-4EDE-41EC-IAIB-AZTDOBEIAIFAL, id @
Ethernet II, Src: Dell Sc:eS5:c3 (fB:bl:56:9c:e5:c3), Dst: Dell B9:6a:2f (Bc:ec:4b:B9:6a:2f)
Internet Protocol Version 4, Src: 199.08.08.154, Dst: 199.0.98.45
Transmission Control Protocol, 5rc Port: 3389, Dst Port: 51549, Seq: 1, Ack: 44, Len: 8
Source Port: 3385
Destination Port: 51549
[5tream index: @]
[TCP Segment Len:
Sequence numsber: 1 (relative sequence number)
Sequence number (rew): BERETE2ED
[Mext sequence number: 1 (relative sequence number)]
Acknowledgment number: 44 (relative ack number)
Acknowledgment number (raw): 3228851186
2181 .... = Header Length: 28 bytes ([5)
» Flags: ex@l® (ACK)
Window size value: 63846
[Calculated window size: 63846)
[Windew size scaling factor: -1 (unknown)]
Checksum: BxBesd [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
¥ [5EQ/ACK analysis]
¥ [Timestamps]

£ W W W

8c ec 4b 89 Ga 2f fB bl 56 9c e5 c3 08 0@ 45 00 K:§fz» ¥-----E
BE1E @8 2B B4 dc 48 BB 50 BE B0 BB c7 BB BB %9a T BB (@ -
BE2e o8 2e Bd 3d c9 Sd 34 81 @3 V4 bf fa 49 f2 5010 .-=-]4 -£--I:P:
Baze 9 66 Be 23 00 00 fan e
| © 7 scan_results.poapng || Packets: 14387 - Displayed: 14387 (100.0%) || Profie: Default
rinjg |
Lajod) Lol 3a gl Al cla ) 22,14 K5

01 J 55959 0 ylsic . 199.0.0. 154{50urceIP)J.1.«.=...u 5o F I 58 959 m Ol g 0995002 @B A jmdl 2
(TCF-‘) ,_j.z:ah.;.sa.amjsyi,..flmb MPMIJLG;LLL«JJJJQE 0.0.46 ( Destination IP} 2.5.-5-3.0
[L,al:dtm}q.ﬂ_mﬁﬂm51549 aailly . {Lj_.,)llm]_;.lmﬂmai’pﬂg J-ﬁ-ul*,...;:d....,_)lbual:-ﬂ

Mo. Time
1 8.ece000

- r‘J_ _'i__l,ll'l

B _| - - 8
"--:'-_' R 'I'Ir‘_ |

3 9.005153
4 8.ele836
5 8.832026

Protocol Length Info
licatiun Data
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{Suurce IF'] seaall 0 TN J 98 gi 0 m olaie o) Alas Mo w4 10214 3 de joull pal gl s
Sbastes ~ 22535.199.0.0.154 4 a (Destination IP) g gl SN 9S50 Olsies < 172.217.23.99
it Lao (80 ga 2aill @39 (TCP) Jaaly Sl 355 83550 5 Siiecd ] J L ¥1 5539 O Ll e 5
ub..u.; g d a3 1"':"-'”—"""“ 'I-.J" 1:-.-—’-':‘ laa, +{HTTP] g.:.n.ﬁfﬁl - vi L - v S e 4.:J_'l.ﬂ-_u_..u.ﬂ L'r”.

JB33 (pa by La o L35 iny Las  (GOOBlE) JB58 tumy o yme Amiior (10 172.217.23.99 53] sS85 9
M Scan_results.peapng - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tooks Help
Adm 8 DRE QesEZT LS Eaaand

ad j fitber ., <Cirl-f= +

Mo, Tirme Sounoe Destination Protocol  Length Info *
i 18211 23.253843 199.8.8.154 172.217.16.161 TCP 54 S1773 =+ 443 [ACK] Seq=775 Ack=7213 Win=262144 Len=0
i 18212 23,253149 199.8.8.154 172.217.16.161 TLSv1.2 188 Application Data
E 18213 23,257487 199.8.8,154 216.58,.206.14 TLEw1.2 147 Client Key Exchange, Change Cipher Spec; Encrypted Handsha

18214 23.289741 172.217.23.99 im*l*l.:l.ﬂ |:Tf|" 66 BB = 51799 [5YM, ACK] Seq=8 Ack=1l Win=68728 Len=@ M55=13E8

128215 23,.269831 199.9.8.15%4 172.217.23.99 TCP 54 51708 - B [ACK] Sege=l Ack=l Win=262144 Len=8

18216 23,.269944 199.8.8.15%4 172.217.23.8%9 HTTP 291 GET fﬂiMJHFWﬂlwwij]ﬂ!m#_
I 1_‘111 M ﬁllﬂﬂﬂ_. RE-1-1 -ﬂ a 184 1"?- an ‘.ﬂ. B E1% .ﬁnn"'lr:‘l-lm ﬂ:‘l-- |
€ >

Frame 18214: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A2TD9@EIAZFA}, id &
Ethernet II, Src: Viware 55:6T:87 (8@:8c:29:55:6T:87), Dst: Dell 9c:e5:c3 (T8:bl:56:9c:e5:c3)
Internet Protocol Version 4, Sec: 172.217.23.99, Dst: 199.8.8.154
Transmission Control Protocol, Src Port: 89, Dst Port: 51799, Seq: @, Ack: 1, Len: @
Source Port: B8O
Destination Port: 51799
[Stream index: 14@8]
[TCP Segment Len: 8]
Sequence number: @ (relative sequence nusber)
Sequence number (raw): 2986453884
[Mext sequence number: 1 {relative sequence number)]
Acknowledgment number: 1 {relative ack number)
Acknowledgment number (raw): 1875259194
180@ .... = Header Length: 32 bytes (B)

£ W W W

Window size wvalue: 68720

[Calculated window size: 68728]

Checksum: @x1f13 [unverified]

[Checksum S5tatus: Unverified]

Urgent polinter: B
¥ Options: (12 bytes), Maximum segment size;, No-Operstion (NOP);, Mo-Operation (NOP), SACK permitted; No-Operstion [NOP); Window scale
¥ [SEQSACK analysis)
b [Timestamps]

o8 f8 bl 56 9c &5 c3 @B 8¢ 29 55 & @7 8 @0 45 @9 'H’]UGE ﬂ
2818 988 34 9b 99 B2 B8 75 86 1e 5S4 ac d9 17 B3 7 88 dhreroge 2 Treng
BE20 0 9o OB 50 ca 4e b2 21 bb 94 &Ff cé 2T 3a B0 12 P-M-: «-@-f
2238 ed 38 1F 13 PR 8@ @82 84 85 64 81 81 B4 82 91 83 Brovenn ages
L

O 7  scan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) | Profie: Default
No. Time Source Destination Protocol Length Info

18211 23.253843 199.6.0.154 172.217.16.161 TCP 54 51773 -+ 443 [ACK] Seq=775 Ack=7213 Wi

10212 23.253149 199.0.0.154  172.217.16.161 TLSv1.2 100 Application Data
10213 23.257487 199.6.0.154 216.58.286.14 TLSv1.2 147 Client Key Exchange, Change Cipher Sp

i Bt Bt it ol b

18214 23.269741 |172.217.23.99| 199.8.0.154 TCP 66|88 |> 51790 [SYN, ACK] Seq=0 Ack=1 Hiq'
10215 23.,269831 199.0.9.154 172.217.23.99 TCP 54 5179@¢ + 8@ [ACK] Seq=1 Ack=1 Win=2621
16216 23.269944 199.0.9.154 172.217.23.99 HTTP 291 GET /gtslol/MFIwWUDBOMEwwSJjAIBgUrDgMCG

Owabie llss 12,15 s
(IP) i, 258533

- ~
o A i
Jog3 &y Ja5 JsS539 0 alaseial @l
[ F T & 8 - B 5
*“if’l SAPTE 5 .(Google) (HTTP) addl alll
. I o o "

Ll —
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Detecting Suspicious Activity on a Network AUl e co e Jolild L4S

ﬁjﬁlﬁﬂ'h}ﬁﬁw ia.j_*:.jl_ﬁ!...u_;ij.néﬁ_‘!ﬂﬂ dlile g +m1 e 3_::1_)_“ Mr}‘l c:,}":'—d-:""su sﬂJLiJ.__iljﬁnJ:ﬁ....;
cililae ol ya) Jolod L3l 3 g W1 LaLECY JoSg%g ,ll liaa ausiud Sl (Address Resolution Protocol - ARP)

Oaglialt 1 581 J9S 95 9 3

: ( Address Resolution Protocol - ARP)

Oaslie c day U a ey Jluad) J5S53s 5 58
Le 3Lgat (IPVE ualie) 3 20 A5k
Ogie ) ALLaL ULl dayy 3 (g
S5yl 138 Saly Audma 30t e (MAC
Lguinass JLai¥l (a3 g ¥ St Ly
Osbie gl Gopb e ddell A AT 2
eS| Gglial (IP) o ,ma ¥ 998559 0
AMAC) daw bt 3La3 L

Ml ‘Wireshark . Prafarances

¥ Appearanog ~
Colurmns
Font snd Cal

Layout
Captiare

Protocols

[ Cisplay hedden protecol items.

[ Cisplay byte fislds with & space character betwesn bytes
e [ Lock for ncomplete dissectors

Filtr Burtbors [ Enable: stricter corversation tracking heuristics

Marmie Resobution
¥ Protocols
¥ West

2dparityfec
IGPP2 A1
Sle'WPaM
B02.11 Radio

+d1|:1_,_4

+ (ARP) Gaglialt 51 81 J oS o5 9 p Cldls LaLSY

e daicol @ (5ay=3) Edit caasd 2adle tye <
& N[ unsill) Preferences

sha Al (odlenanll ) Preferences ahsls fye
© . (=¥s$5,,.01) Protocols

/Cgliad) o) 531 198439 0 ) ARP/RARP JaS 43550 sl

O | (wsat) fyagliatl o) 231 58555 0

—sL2351) Detect ARP request storms Gsaiwe e

O . (Lsbiad) o) 53 J5S539 5 =Ll
0O . (3254) OK Ll dais!
3 =u ) (&t da5l8) Packet List ax gl s ~—‘L‘iﬁ;
7 RORURARVETES

o -

File Edt View Go

A1
Lrk

Ml Vireshark . Praferences

APRS -~
AR Drene

Armagetronsd
ARP/RARP
Artermis

AETHET
ARUBA_ERM
ASaP
ASTERLL

AT

ATH

ATM
ATMTCR
ATP
Auto-RP
AUTCSAR MW
A25 KISS
AX2Ino L3
AKa000
AYTER

Babel
Banana

Address Resclution Pratocol
= Dwtwct ARP rapst storma g
tumber of requests to detect dunng |20 _ |

Datecton pariod (in ms) | 100 |
Bl Cwtect duplcate I° addreas configuration
EA Register netvecrk address magpngs

shark Metweork Analyzer
Capture  Analyze

Copy L
Fimd Packet... Ctrl+=F
Fimd Mext CirleP
Fimd Previous Ctri«B
Mark/Unmark Packet{s) Crl+M
Mark All Displayed Cirl+ Shift« b
Unmnark All Displayed Cirls Alt+ M
Mexct Mark Cirl« Shafts R
Previous BMark Ctrle Shift=B
Ignoref/Unignore Packet(s) Ctrl=D
Ignore All Displayed Citrls Shufts L)
Unignaore All Displayed Ctrl= Alt+D
Set/Unset Time Reference Ctrl+T
Unset All Time References Ctrl+Akt+T
Mext Timme Reference Cirl+ Att+ M
Previous Time Reference Cirl= Alt+B
Timne Shift... Ctrl=5hift+=T
Packet Comment.., Ctrl+ A+ C
Delete All Packet Comments

Configuration Profiles...

Ctrl+5Shift+A

Statistics  Telephc
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‘ Scan_results.poapng

File Edit View Go Caplure Analyze Stabistics Telephonmy WWireless Tools Hel
d B - @ RE ﬁﬁﬁﬁﬁ&:'iﬁ&ﬁﬂ
] |.-1:J|:|!-.- a display filter ... <Ctrl-f> gl L
No. Time Source Destnation Protocl  Length Info | |~
22 @.170888 199.9.8.154 199.9.0.46 TCP 54 3389 + 51549 [ACK] Seq=2634 Ack=671 Win=63219 Len=B .
23 @.1750686 199.8.8.46 199.8.8.154 TLSwl. 2 97 Application Data
24 ©9.152883 155.8.8.46 199.0.8.154 TLSv1l.2 184 Application Data
25 8.192155 195.8.8.154 195.8.8.46 TCR 54 3389 = 51549 [ACK] 5Seq=2634 Ack=764 Win=63126 Len=B
26 8,.199961 190.8.8. 45 199.8.8.154 TLSW1. 2 97 Application Data |:
27 8.216814 199.8.8.46 199.8.8.154 TLSw1l.2 184 Application Data |
28 9.216886 199.8.8.154 19%.8.8.46 TCR 54 3385 - 51549 [ACK] Seq=2634 Ack=857 Wi Len=8
29 9.231972 199.8.8.46 199.8.8.154 TLSvl.Z 184 Application Data
38 9.234913 HewlettP_al:38:ee Broadcast ARP &8 Who has 199.8.8.2037 Tell 199.9.9.32
31 8.248819 199.8.8.456 195.8.8.154 TLSw1.2 184 Application Data
32 8.248188 199.8.86.154 195.8.8.46 TCE 54 3389 » 51549 [ACK] S5eq=2634 Ack=957 Win=62933 Len=8
33 @.384802 199.8.8.456 199.8.8.154 TLSW1. 3 o7 Application Data
34 9.32e837 199.8.90.456 195.8.8.154 TL5¥l.2 &7 Application Data
35 8.328114 195.8.8.154 195.8.8.46 TCE 54 3388 » 51549 [AEH'.] Seqe2f34 Ack=1843 Win=62847 Len=8 | [ w
< >
» Frame 22: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) o| 2000 8c ec 4b 89 6a 2f f8 bl 56 9c &5 c3 06 00 45 @0 K-§f- ¥
> Ethernet II, Src: Dell 9c:e5:c3 (fB:bl:56:9c:e5:c3), Dst: Dell B89:6as| ©917 ©0 25 84 e5 40 00 B0 26 @0 GO c7 PO @@ Ja c7 @@ (- @ - '
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16 0.417202 199.8 81 Stondard query @x000@ AAAA desktop-22jfbmé.local, "QM™ quest

17 9.417646 199.0 S, ORI e A 75 Standard query @xBf29 A desktop-22jfbmé

18 ©.417909 199.8 Apply as Filter o 1T 75 Standard query @xat9d AAAA desktop-22jfbmé

19 B.418568 H]-l_ P'IIPI'I'I‘IFI‘H r ARFP 68 Who haz 199.8.8.567 Tell 199.8.8.175
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57 Standard query (0000 A desktop-22jfomé.local, “QM" question Sequence IPvd
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:(Encrypting the Message) atlw J3 y s

def caesar_encrypt{message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHUKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted_message += char
# Return the encrypted message

return encrypted_message

:(Decrypting the Message) alluw 11 ,a i uld

def caesar_decrypt{encrypted message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijkimnopgrstuvwxyz"
# Create a list of uppercase alphabet characters
alphabet_upper = "ABCDEFGHUKLMNOPQRSTUVWXYZ"
# Create an empty string to store the decrypted message
_ i

pet chr\rptEd_mESSHgE =

. N
[ ] -

s * W
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# Iterate through each character in the encrypted message

for char in encrypted_message:

#
if

#

Check if character is a lowercase letter

char in alphabet_lower:

# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message
decrypted_message += alphabet_lower[new_char_index]

Check if character is an uppercase letter

elif char in alphabet_upper:

# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_upper[new_char_index]

else:

# If the character is not a letter, add it to the decrypted message as it is

decrypted _message += char

# Return the decrypted message

return decrypted_message

# Testing the Caesar cipher
message = "There are twenty three items in the inventory."

key =5

encrypted_message = caesar_encrypt(message, key)

decryp

print(e
print(d

ted message = caesar_decrypt{encrypted_message, key)

ncrypted_message)
ecrypted _message)

Ymjwj fwj ybjsyd ymwij nyjrx ns ymj nsajsytwd.
There are twenty three items in the inventory.

:(Testing the Cipher) azan jLas
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:(Encrypting the Message) allu ! yads

def vigenere_encrypt(plaintext, keyword):

=

1ia-Un.|-.;fu=1
JAsma ()8 L)
| e

e i, Yl

Wi (ASCI) oS
digd
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¥l a

[ord(i) for i in keyword]

# Convert each character in the plaintext to its ASCIl value

# Convert each character in the keyword to its ASCIl value
rd_as_int

# Calculate the length of the keyword

keyword_length = len(keyword)
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plaintext_int = [ord(i) for i in plaintext]

ciphertext="

# Loop over each character in the plaintext

for i in range(len(plaintext_int)):
# Calculate the new character by adding the ASCHl value of the plaintext
# character and the corresponding keyword character {modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCI representation as an uppercase letter
ciphertext += chr{value + 65)

return ciphertext

:(Decrypting the Message) allw J1 padd e

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCll value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

for i in range(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCll value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCIl representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) j.aaadi Lo

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print{encrypted _message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print(decrypted_message)

ELQFREEDSGEAQBGIXFVEPIFWGPQERVYXFVREMZIRY XAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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:(Preparing the Algorithm) ace) gt slasl!

import random
import hashlib

# Modular exponentiation: (base®exponent) % modulus
def mod_exp(base, exponent, modulus):
return pow(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) mailat! Jali acdes il

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key

ali_private_key = generate_large_prime()

ahmed_private_key = generate_large_prime()

# Each party computes their public key

ali_public_key = mod_exp(g, ali_private_key, p)

ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)

ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared secret_hash = hashlib.sha256(str(ali_shared secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) & ,odd! (g jud | Fliat | ud o3

# Produce the shared secret key
shared secret = dh_key exchange()
print("Shared secret:", shared_secret)

Shared secret: 74b40ad75cd4d76edcefd424bcble27bel04c60c22072e0aadb5b5a29b60d1ddab
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5G Networks

Artificial Intelligence
(Al)

Asymmetric Key
Cryptography

Cloud Computing
Cryptography

Cybercrime Regulation

Digital Twins
Hashing

* Internet of Things (loT)
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Machine Learning (ML)
Private Key
Public Key

Quantum Computing

Robaotics and
Autonomous Systems

Smart Cities

Symmetric Key
Cryptography

Threat Intelligence
Analysis

User Behavior Analysis
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