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Network Monitoring and Packet Sniffing

s e Lgllany] @ Gl el Julowty o805 S 31 ilibis 3Spm 23,0 e i B algsl an gl
((Packet Analyzers) ol a5 e o s colgal s wlgy ol o ¥l s Juah @ o
e sk Ll 3o Jabost sl gl 36T sl (Wireshark) ctylss saty eliz Sals

EP L]._ual.& UM::.! {-\.L‘:L'l_u; _}-l—u':l:“ Cj_'n.a.ﬂ i;l‘l_'illf.l ia_)d: sz:j_h (ereShark) d)‘—:t )_“ﬂj
f\_'}_-idl Q'I._A}Lus & gwa (g JLAS'}” bl_Aj.Lq.n S Fia (ya 'I;_l__: Hﬂll__l‘s:l_uuﬂ 3ac e sl
WJlasdl cdyrfie ayall gl Gl cilagles Glo Jgamll a0 A1 g5l iy LaS a3l

/T
WIRESHARK

a3 28 JS.:; — = - . . - A - . . . . %
:)-m ey (o i Aage 055 O (5SS Gl Aejell () wilibes «JsSs3g 5l £ 559 A—s-?jl‘:a dually

J3al (QR) : I a1 e i malipdl (55 ST guaiiming (¥l eSS
yti sy pip https://www.wireshark.org/download.html

Monitoring a Network with Wireshark <i)Ld ol g pldsiuls AS Uil 48 pe
(Wireshark) «i)la g Al Jls dgaly Gle ¥ C8 i

A B B g pldacls M‘ MU.I

© (2~ 11l wI<.2i1) Available Networks 2l (o jely ulhls oy Gudst z20l <

© .(LLsY1) Capture ol Lle daisl <

(3 ) Lgadlye w5 Gl aall e dadinl (Il @lgaly) Capture Interfaces sisls (e <
O (o) Start 55 Lle dail <

O .a<.al s clil! p3> a5 Bl <

0O 22l 33150 el (Bla) Stop 55 Gle daiisl <

M The Wireshark Network Analyzer . H ) - ] x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am2® EREBRe==FiEFEQAQQH |
ri l.ﬂpulw a display filter ... <Cirl-/> =3 'J + |
o Capture
.using this filter: [ [Enter a capture filter -] Hnwfaoesd'mn'

Local Area Connection® 7

Ethernet i NN W W N

Local Area Connection™ 6

Adapter for loopback traffic capture . A

Learn )
User's Guide - Wiki * Questions and Answers ° Mailing Lists
! ‘You are running Wireshark 3.2, 1 (v3.2.1-0-gbf38267724d0).
1 .
7 Ready toload or capture || Mo Packets Profie: Defauit !




‘ The Wireshark Network Analyzer - u] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AB2O® (IBRE = sEElaaaH
(W [Apply a dsplay fiter ... <Cirl-/> B3 -+
M Wireshark . Capture Interfaces X
Input  OQutput  Options
Interface Traffic Link-layer Header Promi: Snaplen (B)  Buffer (MB) Monitor Mode  Capture Filter
Local Area Connection® 8 Ethernet =] default 2 —
i i Ethernet = default 2 — not port 3389
> — A han s Ethernet [ default 2 - not port 3389
Local Area Connection® 6 i —— Ethernet default 2 = not port 3389
Adapter for loopback traffic capture ______\__ BSD loopback =] default 2 - not port 3389
dalismell pus gt [pSa3 uie
. (Promiscuous Mode)
P e Al Agaly o
sl Lglazihs 3l 2S48
[ 4
B4 Enable promiscuous mode on all interfaces Manage Interfaces...
Capture fiter for selected nterfaces: (11 [notpor W= -
[ st || Cose Help
Learn
User's Guide * Wiki * Questions and Answers * Mailing Lists
‘You are running Wireshark 3.2.1 {v3.2. 1-0-gbf38a6772440).
O 7 nonterfaces selected || Mo Packets || Profie: Default
aring from Ethernet (not port 3389) — m] X
Fi it View Go Capture Analyze Statistics Telephony \Wireless Tools Help
r =] =
dB e BREQes=F E5EaQAH
M acoly 2 display fiter ... <Crl/> (=
NO. Time Source Destination Protocol  Length Info
97 7.404476 199.0.9.56 199.0.0.255 NBNS 92 Name query NB WPAD<@@>
98 7.451849 199.0.9.56 199.0.0.255 NBNS 92 Name query NB WPAD<@@>
99 7.452177 199.0.0.56 224.0.0.251 MDNS 78 Standard query @x0000 A wpad.local, “"QM" question
168 7.452333 fe80::6d45:6973:658.. ffe2::fb MDNS 98 Standard query @x80080 A wpad.local, "QM" question
181 7.452815 fe8@::6d45:6973:658.. ff@2::1:3 LLMNR 84 Standard query @x9be8 A wpad
182 7.452946 199.0.9.56 224.0.0.252 LLMNR 64 Standard query @x9be8 A wpad
103 7.630237 199.8.9.37 199.0.0.255 DB-LSP.. 188 Dropbox LAN sync Discovery Protocol o
> Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9RE3A2FA}, id @
» Ethernet II, Src: Dell 98:d5:48 (b8:ca:3a:98:d5:48), Dst: IPvemcast 01:080:03 (33:33:00:01:00:03)
> Internet Protocol Version 6, Src: fe8@::6d45:6973:6586:2a21, Dst: ffe2::1:3
» User Datagram Protocol, Src Port: 50097, Dst Port: 5355
> Link-local Multicast Name Resolution (query)
@208 33 33 00 O1 00 @3 b8 ca 3a 98 d5 4@ 86 dd 60 Ga
@916 33 34 @0 le 11 01 fe 88 ©© 00 00 ©0 €0 €0 6d 45
9220 69 73 65 86 2a 21 ff 82 ©0 00 00 @0 ©0 00 B0 00
2030 00 90 @2 @1 98 83 c3 bl 14 eb @9 le b3 94 36 bd
2240 00 80 2@ e1 62 B0 60 00 80 20 84 77 70 61 64 @@
@858 00 81 8o e1
(@ ¥ Ethernet: <ive capture in progress> || Packets: 103 - Displayed: 103 (100.0%) || Profile: Default .
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Analyzing the Wireshark Output &I jLd sl 9 Sl p3ve Judond
Aali e gl B 2 Talnd AN e il o3 385 Joo bl (5 3SI alyLi yulp 3l (Jls oy
4 g1y . (Packet Details Pane) et Jiolas as gty . (Packet List Pane) aejstf deild 4o gl 1 a9
.(Packet Byte Pane) e ot bl

The Packet List Pane de jof1 deild d ot

oLyl 3l die ilgl cokZag At ansfiof Ayl kil cdy Il eyl J,m,m :(Time) g1
cyalls (aladl 1P ol gie A jall spae puis :(Source) yoall

g gl IP Olgie I Agagll 35ee i :(Destination) Al

| JLas¥) J5S555 5 A JsS535 00l 3502 padiy :(Protocol) 198 535431

Al Jobo A Jslall sgee yud :(Length) Jglatt

e jadl oo dlinl cilagles yaisll sgenll ety 1 (Info) Cile glat

Time Source Destination Protocal Length Info
(cagl) (Lauaall) (2g2sl) (JsSs041) (Js=t) (=Llaglealt)
= J ]
M “Ethemet - o x
File Edit Viewy Go Capture Analyze Statistics [Telephony Wireless Thols Halp
Adm 20| BB Res==T43EQ_4_[H
W | Apoly 2 display flter ... <Ctrif> =)+
Time o—ry Source Destination rotocol  Length Info e J i
19 8.454862 199.0.8.154 199.0.0.46 UDP 973 3389 - 56890 Len=931
28 8.595584 199.9.0.42 239.255.255.250 SSDP 216 M-SEARCH *= HTTP/1.1
21 ©.6070892 199.9.08.46 199.0.8.154 upP 60 56890 » 3389 Len=11
23 9.720223 1219 3389 + 56890 Len=1177
25 0.738110 199.9.0.154 40.69.222.109 TP 54 57103 » 443 [ACK] Seq=2 Ack=2 Win=1026 Len=0 =
26 9.744110 199.0.0.46 199.0.0.154 TLSvi.2 97 Application Data H—
27 @.751879 199.0.0.46 199.0.0.154 TLSv1.2 97 Application Data -
28 0.751950 199.0.0.154 199.8.0.46 TP 54 3389 > 59329 [ACK] Packet List Pane
29 ©.768463 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data PR EP T —
38 @.773324 199.0.8.154 199.0.0.46 uoP 1282 3389 =+ 56890 Len=1240 (“-‘J—“" daa “*}J) 1=
31 0.773367 199.9.0.154 199.0.0.46 UDP 1279 3389 » 56890 Len=1237 | v
< >
> Frame 24: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{28219041-4EDB8-41EC-9A3B-A27D90E3A2FA}, id @
> Ethernet II, Src: VMware_SS5:6f:07 (@0:0c:29:55:6f:07), Dst: Dell 9c:eS:c3 (fB8:bl:56:9c:eS:c3)
> Internet Protocol Version 4, Src: 48.69.222.189, Dst: 199.8.8.154
p [
Packet Details Pane
pee@ 8 bl 56 9c e5 c3 @@ @c 29 S5 6f 67 ez @@ [Hee v ---- Yo - B
P012 @@ 28 3a 3d 40 @0 65 @6 ©d 46 28 45 de 6d c7 80 - (:=@-e- F(E'm -
2628 98 9a @1 bb df @f fa 64 ¢6 7e 6a 18 fa ab 580 11 -+« - d onjeeep-
2636 @3 fe d7 15 00 @0 @0 @0 80 €0 00 00
Packet Byte Pane
'Qﬁ'?' wireshark Ethernet 20200124090408 3 10928.pcapng || Packets: 7197 - Displayed: 7157 (100.0%) - Dropped: 0 (0.0%) || Profie: Defaut -
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The Packet Details Pane 4a o | (Luolal 4 of

» Frame 24: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF {28219D41-4EDB-41EC-9A3B-A27D9BE3A2FA}, id @
» Ethernet II, Src: VMware_55:6T:87 (©0:0c:29:55:6f:07), Dst: Dell 9c:e5:c3 (f8:bl:56:9c:e5:c3)
~ Internet Protocol Version 4, Src: 40.69.222.109, Dst: 199.0.0.154
9100 .... = Version: 4
... 0181 = Header Length: 20 bytes (5)
> Differentiated Services Field: @x®@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 4@
Identification: @x3a3d (14989)
> Flags: @x420@, Don't fragment
...0 0OOQ 00RO 000 = Fragment offset: @
Time to live: 101
Protocol: TCP (6)
Header checksum: 8x@d46 [validation disabled]
[Header checksum status: Unverified]
Source: 40.69.222.109
Destination: 199.8.8.154

e jondl Jrols d258:2.11 <

Sy oM Wit AaSLEN 2 pa5
Ayl Joo dudiog

> Frame 24: 60 bytes on wir

] | = RO | I ] =4 I S+
= S et « > Ethernet II, Src: VMware_

Lgbiost @3 A Al culaglas

J v Internet Protocel Version
il | i =R VPN | B P -1 LR
il 1P J5S 559 5 culaglas
. J

The Packet Byte Pane s jo)1 Olila do-of
.(Hexadecimal) gﬁujlwlMIMbsgiﬂl 4o ol lilys (Packet Byte) da jst 1 Slilo a4l (3gtiin o ya3

2000 f8 bl 56 9c e5 c3 [N 55 6f @7 @3 00 45 @@ - -V-- [V - -E-
9912 ©@ 28 33 3d 40 90 65 96 ©d 46 28 45 de 6d c7 @8 -(:=@-e- -F(E'm--
0928 ©@ 9a 81 bb df ef fa 64 <6 7e 6a 18 fa ab 58 11 Y | --j---P
o038 @3 fe d7 15 60 80 88 8@ ©0 BO BB @@ 0000 cecceicc e

(O 7 wireshark_Ethernet_20200124090408_a 10928.pcapng || packets: 7197 - Displayed: 7197 (100.0%) * Dropped: 0 (0.0%) || Profile: Defauit J
Lojedlmliln aagt 12,12 Jcn

a*u,&,,:.sbl,:...:,ég:’. Y (6 pial] s hotiad | By o jomd | SlsLs A g3 (Wiireshark) b la juty oo e

ALY e gama (ro Criiling SliLed | (pe Gy JS Jiad ALY 108 2 @ Coos GASLAT e AT a1 SlLodd 3o AU
G al) ol GG pladial ke piod | Oligisue Julolig (4o pal 3 puaiine a.a:',Je,'a,;L...‘(A-Fjo-Q] g iy
000 AR Al Y1 Slailly Aalad Y jue A ggus Lelulo g SLLod | & jlias o Lo wOlSLid ! julaeg O¥ 9S g3 2




Analyzing a Wireshark Scan &t yLd s g (asd Judon

; i a

[B] sl Loyl @ pand eililes oo 38l cilib 388 Julih ol sl g aluset il €]
D oD Sl AL Al le ogadie dal il e gtall dagimea aned Cale & diiodio oo Lglais
I sl 1 e calll foaa

https://bl-xtrransfer.s3.amazonaws.com/KSA/G12/CYB/U2/L2/Scan_results.pcapng

A hark Network Analyzer 7
. L pat g ale il
| File View Go Capture Analyze Statisti| e et

Ctrl+0 E 4
: ot F - a . - H - %,
Opess Recaitt y — o(&m) Open)\._.:p,_,l:h.-..d s(ga.l.n) Flle%u)&cw <
Merge... - A = % e A s
d cals yial (LWl cals »3a) Open Capture File 5180 (s <
Import from Hex Dump... re
|=" -
s criow -(zZLd! ,==3) Scan_results.pcapng
Save Ctrlss | | © .(=2) Open Ll dainl <
Save As... Ctrl+Shift=5 B o #
A A Ala L) i) A e 38lS 2l Al A sl (ala agh. <
File Set b n*{ 5 3 =% c = b
n* |
Export Specified Packets...
Export Packet Dissections [ L Ml Vireshark: . Open Capture File b
: tral
Export Packet Bytes... Ctrl+Shift+X v| o8 m
Export PDUs to File...
Export TLS Session Keys...
Quick access
Export Objects >
Print... Ctrl+P Desktop o
L Eiial i Fie name: [Sean resuts ] [Copen |
Libraries = = -
Fles of type: Al Fies V| Cancel
ey Helo
This PC
Resditer [ Format: Wireshark/.. - poapng
‘ | Automatically detect fle type o] e 3046 KB, 14387 data records
Metwork B Stent / elapsed; 2020-03-03 14:22:21 7 00:00:33
M Scan_results.peapng = a X
File Edit View Go Capture Analy Statisti Telephony Wireless Tools Help
A [20ply a display filter . <cCtrl-/> B -+
No. Time Source Destination Protocol  Length Info A
:— 1 8.066000 199.0.06.46 199.8.0.154 TLSvl.2 97 Application Data |
2 B.oeesia 199.9.8.154 199.8.0.46 TCP 54 3389 - 51549 [ACK] Seq=1 Ack=34 Win=63846 Len=8
3 8.985153 199.9.8.154 199.8.0.46 TLSvl.2 196 Application Data
4 8.8160836 199.08.08.46 199.8.8.154 TLSv1.2 1@4 Application Data
5 8.832026 199.€.0.456 199.2.9.154 TLSv1.2 184 Application Data
6 8.09321e86 199.6.0.154 199.0.0.46 TCP 54 3389 - 51549 [ACK] Seq=143 Ack=144 Win=63746 Len=0 L
7 ©.048186 199.0.0.46 199.8.0.154 TLSv1.2 184 Application Data |
3 9.964014 199.9.0.46 199.0.9.154 TLSvl.2 184 Application Data
9 B.864088 199.6.8.154 199.8.8.46 TCP 54 3389 -+ 51549 [ACK] Seq=143 Ack=244 Win=63646 Len=0
12 8.988097 199.8.0.456 199.8.8.154 TLSv1.2 184 ﬁpplication Data
< >
> Frame 1: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9@E3A2FA}, id @
> Ethernet II, Src: Dell 89:6a:2f (8c:ec:4b:89:6a:2f), Dst: Dell 9c:e5:c3 (f8:bl:56:9c:e5:c3)
> Internet Protocol Version 4, Src: 199.0.0.46, Dst: 199.0.8.154
» Transmission Control Protocol, Src Port: 51549, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43
» Transport Layer Security

f8 bl 56 9c e5 c3 8c ec 4b 89 6a 2f @B @@ 4500 --V---- K-§/E
80 53 17 fc 40 00 80 @6 53 €0 C7 90 80 2e c7 B0 S @ - S5----.
2@ 9a c9 5d @d 3d bf fa 49 ¢7 34 81 @3 74 50 18 - --]-=-- I-4--tP:
20 14 20 65 @@ @@ 17 ©3 @3 00 26 90 00 @@ 00 @0 o mwee
00 37 22 34 5f 8b 48 6f d9 54 fd 43 c6 €2 53 a6 7"4_-Ho -T-C--5-
Se a 45 0@ ce 97 ff 3c 4d 8e 21 d6 d8 6b 98 34 AE-- < M-! k4
7b

Lyl cala 270 12.13 <

""u‘
B
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M 5can_results.peapng - 8 X
File Edit ew Go re  Analyze Statistics Telephony Wireless Tools Help
Ao IDRB Res=TosEEaaan
[_ |Apply a display filter ... <Ctrl-/> m '] +
No. Time Source Destination Protocol  Length Info | "
1 @.8odBEe 199.8.8.46 1959.8.8.154 TLSv1.2 97 Application Data |
2 9.e0ee’s 199.0.0.154 -199.9.8.46 TER: 54 3389 = 51549 [MK] Seq=1 Ack=44 Win=63846 Len=@ |
3 @.805153 199.9.08.154 199.0.0.46 TLSvi.2 196 Application Data
4 ©.916836 199.0.9.46 199.6.08.154 TLSv1.2 184 Application Data
5 @.832826 199.8.8.46 199.8.8.154 TLSv1.2 1e4 Application Data
6 8.832186 199.8.8.154 199.@.8.46 TCP 54 3389 + 51549 [ACK] Seq=143 Ack=144 Win=63746 Len=8 —|
7 A MARIRA 1600 @ A 4R 100 B @ 154 TISul 2 1@4 Annlicatinn Nata o
L4 >
> Frame 2: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{28219041-4EDB-41EC-9A3B-A27D9@E3A2FA}, id @
> Ethernet II, Src: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3), Dst: Dell 89:6a:2f (8c:ec:4b:89:6a:2f)
» Internet Protocol Version 4, Src: 199.8.8.154, Dst: 199.8.8.46
¥ Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: 1, Ack: 44, Len: @
Source Port: 3389
Destination Port: 51549
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
Sequence number (raw): 338370260
[Next sequence number: 1 (relative sequence number}]
Acknowledgment number: 44 (relative ack number)
Acknowledgment number (raw): 3220851186
81e1 .... = Header Length: 28 bytes (5)
» Flags: exe1@ (ACK)
Window size value: 63846
[Calculated window size: 63846]
[Window size scaling factor: -1 (unknown)]
Checksum: @x8ee3 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
> [SEQ/ACK analysis]
> [Timestamps]
@000 8c ec 4b 89 6a 2f 8 bl 56 9c e5 c3 @8 @0 45 @89 K -3/ V- - -E-
G010 9@ 28 84 dc 48 @@ 5@ 86 @@ 88 7 0@ 8@ 9a c7 @8 sf vy meiaeeie
= 90 2e @d 3d c9 5d 34 81 @3 74 bf fa 49 2 50 10 coe=+]8e ote-I-P-
8239 9 66 Be e3 00 00 5 SRR
(0 7 scan_results.peapng || Packets: 14387 - Displayed: 14387 (100.0%) || erofie: Default .

Rn jol Jaso D B gll Al st sl and 22,14 IS5

oY IS 939 5 Olgic9.199.0.0. 154(SourceIP);M;&;aytJ,sjsjfolpwsJ 2 @3yda3012

(TCP) d.z.;:l..,s;..au,s,,wgmbuﬁdmlJLPJ_..J)JJ.199 0.0.46 (Destination IP) ag U

(uf:hll Maia) Ag>l! 2aieS 51549 ailly. (J.m,il daia) jouall 2041 3389 Jalll e d—l-l-l)lLl uaLa-Jl

No.  Time Source Destination Protocol  Length Info
1 0.000000 199.0.8.46 199.0.0.154 TLSv1.2 97 Application Data
2 0.000074 [199.0.0.154[199.0.0.46] [TCP |  54[3389]-[51549|[ACK] Seq=1 Ack=44 Win=63846 Len=0

3 ©.805153 199.2/0.154 199.0.8.46 TL$vl.2 196 Applicatign Data
4 9.016036 199.€0.46 199.0..0.154 TLyv1.2 104 Applicatign Data
5 ©.832026 199.0/6.46 199.0/.8.154 TL$v1.2 184 Application Data

(-Jvh.a.;ﬂ ]Pdijm)

(-L,Ltu_,»iu TCP JsS533 )




(Source IP)_)..L:A&.LT AN J_gsyj,..ut,_muu_mmm 10214 @3) daj=ll y a0 Jlie 2
uLAj.Ln.n Hyg :199.0.0.154 4 » (Destination IP) e :m_;,s,..j,., Oty 172.217.23.99
s Las (80 5o 2aill @3 (TR ) gantty S J5S 8395 5 p el JLa s W J5S53950 ol Lol da 3o
Olsing oy Amiio 5gy aiiadd] ol ns Vaay ((HTTP) sl it 42 J5S 53558 alaiinl )

293 (e il A 3o SAB iny Les  (GOOGlE) 898 cumy o jma Amiio (30 172.217.23.99 i yii| JgSg39 0

M Scan_results.pcapng - O *

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmze inRB Re>=FTsEEeaan -

E W [ Aol 2 dsplay fiter .. <Cul /> —~ [

No. Time Source Destination Protocol  Length Info "

! 18211 23.253@43 199.2.8.154 172.217.16.161 TCP 54 51773 » 443 [ACK] 5eq=775 Ack=7213 Win=262144 Len=@

i 10212 23.253149 199.0.0.154 172.217.16.161 TLSv1.2  1@@ Application Data

1 10213 23.257407 199.0.8.154 21 .14 TLSv1.2 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake
10214 23.269741 172.217.23.99 4 TCp 66 8@ » 5179@ [SYN, ACK] Seq=8 Ack=1 Win=68728 Len=@ MSS=138@ S
18215 23.269831 199.8.8.154 172.217.23.99 Tcp 54 51790 + 8@ [ACK] Seq=1 Ack=1 Win=262144 Len=@ |
18216 23.269944 199.8.8.154 172.217.23.99 HTTP 291 GET /gtslol/MFIWUDBOMEWWSjAJBEUrDgMCGEUABBRCRDCIxnb3nDwji2]

1 14217 231 IRAIAS 100 A A4 184 100 0 A 4R TiSv1 2 817 Annliratinn Nata L s

< >

Frame 18214: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9@E3AJFA}, id @
Ethernet IT, Src: VMware_55:6f:@87 (@@:8c:29:55:6f:07), Dst: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3)
Internet Protocol Version 4, Src: 172.217.23.99, Dst: 199.8.8.154

(v vy

Source Port: 8@

Destination Port: 5179¢

[Stream index: 148]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
Sequence number (raw): 2956458004

[Mext sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 1875259194

1868 .... = Header Length: 32 bytes (8)

Window size value: 68728

[Calculated window size: 60720]

Checksum: @x1f13 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, MNo-Operation (NOP), Window scale
[SEQ/ACK analysis)

W

» [Timestamps]

B@08 8 bl 56 9c e5 c3 @@ @c 29 55 6f @7 @5 @0 45 @@ V.- Yo - E- ~
2012 0@ 34 9b 99 00 00 75 @6 le 54 ac d9 17 63 ¢7 @0 4 -u- T---Co- i
#6268 @8 9a @8 58 ca 4e b2 81 bb 94 6f c6 2f 3a 80 12 .- P-N-- --0:/t:-
2032 ed 30 1f 13 0@ 00 ©2 84 ©5 64 @1 01 ©4 02 01 @3 @------ - deeeeee

W
() 7 Scan_results.peapng || packets: 14387 - Displayed: 14387 (100.02%) || profie: Default .
No. Time Source Destination Protocol Length Info
i 12211 23.253043 199.0.0.154 172.217.16.161 TCP 54 51773 » 443 [ACK] Seq=775 Ack=7213 Wi
i 18212 23.253149 199.0.0.154 172.217.16.161 TLSv1.2 1@ Application Data
1
1
1

10213 23.257487 199.0.0.154 216.58.206.14 TLSv1.2 147 Client Key Exchange, Change Cipher Sp

10214 23.269741 [172.217.23.99] 199.0.0.154  TCP 66[80]> 51790 [SYN, ACK] Seq=@ Ack=1 Win
18215 23.269831 199.8.d9.154 172.217.23.99 TCP 54 51798 - 8@ [ACK] Seq=1 Ack=1 Win=2621

18216 23.269944 199.0.9.154 172.217.23.99 HTIP 291 GET /gtslol/MFIWUDBOMEwwSJjAJBgUrDgMCa

Oualie Jle3:2.15 jcs
(IP) o591 JsSais s

| &= a3 1555 0 il
.(Google) (HTTP) el it
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Detecting Suspicious Activity on a Network asCdid le co po dolid (248

o 9biad) 1,581 J 98 539 5 a5 g Jilauy (o B!l el g AL Lo A o | ALESYN pe ol G LE 5uls e
cilidac ¢l ol Jolss Al 3 3ea Y1 CaLaxSY JgSgig ! 1ia aua=is il (Address Resolution Protocol - ARP)
R-TPV

:( Address Resolution Protocol - ARP)

Ogbialt 5181 J S o5 9

Oslie g da 1 auiid JLal JsS53s 0 5o

Le Slead

(IPv4 oolic) A all 3ol

Olge) Ablat! bl dayy A5 olgiey

JSgig >l 18 Saly (e 3804 e (MAC

Lgumass JLaat¥l (ye 334 V1 (nSatl L 9 e

Creslie pasd Gl (e Al 3S, 20 2

@St agliad (IP) co oo S g5g 0

| Ml Wireshark . Preferences

v Appearance ~
Columns
Font and Col
Layocut
Capture
Expert
Filter Buttons

2dparityfec
3GPP2 ATH

BLoWPAN
802.11 Radio

(MAC) daw glt 3La3Ls

Protocols

[ pisplay hidden protocol items

[ isplay byte fields with a space character between bytes

[ Lok for incomplete dissectors

[ Enable stricter conversation tracking hewuristics |

Mame Resclutior,
~ Protocols |
> 29West

‘ Wireshark - Preferenc

APRS ~
AR Drone

Armagetronad
ARP/RARP
Artemis

ARTMET
ARUBA_ERM
ASAP
ASTERIX

AT

ATH

ATM

ATMTCP

ATP

Auto-RP
AUTOSAR NM
AX.25 KIS
AX2inol3
AXA000
AYIVA

Babel

Banana

BAT

BAT GW b

Pl% >

L ]

Address Resolution Protocol

[] Detect ARF request storms

W,f,ewmmmg m ]
Detection period (ms) 100 ]

[ Detect duplcate I address configuration
[ Register network address mappings

ok ]| conen Help

O . (et Gyasliall o) 531 JsS55 5

© . (sstial 131 530 il
0O . (5250) OK Lle il <
(oo 3hmil] (a3 30513) Packet List ag) e iy <

A

7 PUURARAETES)

hark Metwork Analyzer

:(ARP) (psglialf 51,281 J4S 53 9 33 Olulla LaLST

e daisl @ (5uyo0) Edit cuss adle o <
@ . (odLnaul) Preferences

ol sl (el Preferences 3asb (ya <
(3 ) .(w¥sS435 11) Protocols

/sasliall o138 JsS55,) ARP/RARP JsSsis 0 3l <

a1 ) Detect ARP request Storms 3. sus <

File | Edit View Go Capture Analyze Statistics Telephe

LR
T

Pr

Copy

Find Packet...
Find Next
Find Previous

Mark/Unmark Packet(s)
Mark All Displayed
Unmark All Displayed
Next Mark

Previous Mark

Ignore/Unignore Packet(s)
Ignore All Displayed
Unignore All Displayed

Set/Unset Time Reference
Unset All Time References
Mext Time Reference

Previous Time Reference
Time Shift...

Packet Comment...

Delete All Packet Comments

Configuration Profiles...

Ctrl+F
Ctrl+N
Ctrl+B

Ctrl+M
Ctrl+Shift+ M
Ctrl+Alt+M
Ctrl+Shift+N
Ctrl+Shift=B

Ctri+D
Ctrl+Shift+D
Ctrl+Alt+D

Ctrl«T

Ctrl+Alt+T
Ctri+Alt+N
Ctrl+Alt+B

Ctrl+Shift+T

Cirl+Alt+C

Ctrl+Shift+ A
Ctrl+Shift+P

>

—

i

pture




‘ Scan_results.pcapng = O X
File Edit w Go apture  An St C s Vireless  Tools  Help
gll:‘® l@ Q<:E>%'Z7L§&J—Q9.QEE
IR | Apply a display filter ... <Ctrl-/> [= Rk
Eastain
No. Time Source Destination Protocol  Length Info al
| 22 9.170888 199.0.9.154 199.9.0.46 TCp 54 3389 + 51549 [ACK] Seq=2634 Ack=671 Win=63219 Len=e 1
| 23 ©.175966 199.9.0.456 199.0.@.154 TLSV1.2 97 Application Data
24 ©.192083 199.0.0.46 199.0.0.154 TL5v1.2 104 Application Data
| 25 0.192155 199.0.0.154 199.0.0.46 TCP 54 3389 - 51549 [ACK] Seq=2634 Ack=764 Win=63126 Len=0
26 ©.199961 199.0.08.46 199.0.0.154 TLSv1.2 97 Application Data  —
27 8.216014 199.8.8.46 199.8.8.154 TLSv1.2 184 Application Data Tl
| 28 ©.216@86 199.0.0.154 199.9.0.46 TCcP 54 3389 - 51549 [ACK] Seq=2634 Ack=857 Win Len=@
| 29 ©.231972 199.0.0.46 199.0.0.154 TL5v1.2 104 Application Data
38 8.234813 HewlettP_al:3@:ee Broadcast ARP 60 Who has 199.0.0.2032 Tell 199.9.0.32
‘ 31 @.248019 199.8.8.456 199.0.0.154 TLSvi.Z 104 Application Data
32 ©.248100 199.6.8.154 199.0.8.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=957 Win=62933 Len=0
33 9.384092 199.0.0.46 199.0.0.154 TLSv1.Z2 97 Application Data
| 34 @.320037 199.0.8.46 199.9.0.154 TLSv1.2 97 Application Data
! 35 @.32e114 199.0.8.154 199.9.8.46 TCP 54 3389 - 51549 [ACK] Seq=2634 Ack=1843 Win=62847 Len=0 L v
< >
|> Frame 22: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) d| 2020 8c ec 4b 89 6a 2f f8 bl 56 9¢c e5 ¢3 @8 @@ 45 @@ - -K-j/ - V--
> Ethernet II, Src: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3), Dst: Dell_89:6af| 2010 @8 28 84 E5 48 90 80 26 M 88 57 M 0@ 9a c7 @0 sfeciers e
p Internet Protocol Version 4, Src: 199.8.8.154, Dst: 199.9.8.46 ;':‘_:‘_' e B ;; SETNNONG: [ Sl N e T e o 31' gvany
> Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: = AT RS
< >« >

|@ 7 scan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) || Profile: Default ..

(ARP) ppsbliadl ) 531 15855s p iy (228 :2.16 <&

JLg,xg_ILmiu..,m)_.SlJS_m_g M!imﬁ@hd“i@@'&@?l@b% h)ﬂia.mlsa.lei
‘..\-.ﬁfaj.a.a R LA | U.ch_gP}"- o).g.z'z’lu.lg 4..;13 Lgad! Il ;! ‘q..uu_._!! A_P}_“u.a‘)gu‘gdu'l..lul L].._..,J.J
Olgie M Blaiwl plol @iy alaziw¥ 108 199.0.0.203 o ;i 5855 s Ol e OIS 13] Las 3amulls Sl
OIS 130 La B Jylony a3 Lo Linie i oy claglall o2m (yon riiinds o5 LISl LaS 0199.0.0.32 o 553! J5S 39 o
o) AL @3 @ 13050 2.17 JSal 2 L yghay LaS aleiea¥) 15 199.0.0.203 s ;5¥1 JsS 555 Olsie

AL L3 13 e, JS55 s Olsle aluiial Jaimll Jluaall (Sl

27 ©.216014 199.0.0.46 199.0.0.154 TLSvi.Z 184 Application Data

28 0.216086 199.0.0.154 199.0.0.46 TcP 54 3389 -» 51549 [ACK] Seq=2634 Ack=857 W
29 9.231972 199.8.0.46 199.0.8.154 TLSv1.Z 184 Application Data

30 0.234013 HewlettP al:3B:ee  Broadcast ARP 60 Who has [199.0.0.203}T¢11 199.0.0.32
31 0.248019 199.0.0.46 199.9.8.154 TLSvi.Z 14 Application Data

32 0.248100 199.0.0.154 199.0.8.46 Tcp 54 3389 - 51549 [ACK] Seq[-2634 Ack=957 W
33 0.304092 199.0.0.46 199.0.8.154 TLSvi.Z 97 Application Data

plasin¥l 15 199.0.0.203 =i 55N JsS559 50 Olgie OIS 13 Le BLAK] Jolos J3goea r..).;';‘....: 217 Jes

Jija)_; \Jb“" uls 13‘ Lo alazs| ua:r_mdai;r_u A3
alas=ial 03 199.0.0.203 o 3!
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Analyzing Data Flow with Expert Information

2

dal i o lgl e (gl (AS0all SMS s st (Expert Information) .ot Sleglas 5L o)l 1l r,’,_:,f
AL S p3s ausd 2 craazill jud aeli Las (Oylin

+(Expert Information) ,céy| Oleslas )L (Laald

O . (L0 clagles) Expert Information L le dazasl « (Julos) Analyze (s dedhe oo <
O ) mlaglas allal Al g ogull daliill e Cajull @i <

M “Ethemet - O X
File Edit View Go Capture Analyze isti Teleph Wirel Tools Help
Am @  RDRE Display Filters... L3
[ Apply 2 display fiter .., <Cirl-/> Display Filter Macros... =B -+
No. Time Source Display Filter Expression.., rotocol  Length Info A
16 8.4172082 199.8 ADNS 81 Standard query 0x@@ee AAAA desktop-22jfbmé.local, "QM" quest:
17 ©.417646 199.¢ Fept C_Dlum" ChteShistst BN 75 Standard query @x8729 A desktop-22ifbms
18 ©.417909 199.¢ Apply as Filter L (77T 75 Standard query @xa69d AAAA desktop-22jfbmé
19 8.418568 Dell_ Prepare a Filter » IRP 68 Who has 199.0.8.567 Tell 199.8.8.175
20 8.420431 199.@ Eoreration Fifter » LSvl.2 104 Application Data
21 6.429567 199.8 P 54 3389 = 59329 [ACK] Seq=38 Ack=237 Win=62541 Len=0
22 9.441982 199.8  Enabled Protocols... CtelsShiftsE  JOP 391 3389 » 56890 Len=349
23 9.446664 199.¢ Becode A LSvl.2 14 Application Data
24 0.462240 199.¢ SLOCR O LSvi.2 104 Application Data |
25 9.462313 1990.¢@ Reload Lua Plugins Ctrl«Shift+L  fcp 54 3389 + 50320 [ACK] Sea=38 Ack=337 Win-64000 Len-@ [
< >
SCTP 3
> Frame 19: 6@ bytes on wir lits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9@E3A2FA}, id @
v Ethernet II, Src: Dell d3 Follow Y lcast (FFifFiffifFiFEIEF)
> Destination: Broadcast
Show Packet Bytes. atrl+ Shif
> Source: Dell d3:12:22 wiEackst Bytes gheShilz D 8
Type: ARP (oxaaos) > I

v Address Resolution Protocal (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@xe3ee)

Hardware | o \Wireshark . Expert Information - Ethernet = u] X
Protocol |
Opcode: n ~
Sender md | Severity Summary Group Protoc *
Sender IF | > Warning Previ gl (s) not captured (common at capture start) Sequence TP
Target ng > Warning ACKed segment that wasn't captured (common at capture start) Sequence TP
Target IP | > Warning Connection reset (RST) Sequence TP
> Warning DNS query retransmission. Original request in frame 17 Protocol LLMNF
> Warning DNS query rets ission. Original request in frame 15 Protocol mDNS
v Note “Time To Live" = 255 for a packet sent to the Local Network Control Block (see RFC 3171) Sequence IPvd
15 Standard query 0x0000 A desktop-22jfbmé.local, "OM" question Sequence Pvd
16 Standard query Ox0000 AAAA desktop-22jfbmb.local, "OQM" question Sequence 1Pvd
| 116 Standard query 0x0000 A desktop-22jfbmé6.local, "OM" question Sequence 1Pv4
117 Standard query 0x0000 AAAA desktop-22jfbmé.local, "OQM” question Sequence IPv4
| 154 Standard query 0x0000 A desktop-22jfbméb.local, "OM" question Sequence IPv4
| 155 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4
O 7 wiresharl 186 Standard query 0x0000 A desktop-22jfbmE.local, "QM" question Sequence IPv4 | Profie: Default .
— 187 Standard query 0x0000 AAAA desktop-22jfbmb.local, "OM" question Sequence 1Pvd ’
| 357 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence IPvd
358 Standard query 0x0000 AAAA desktop-22jfbmb.local, "OM" question Sequence Pvd
473 Standard query 0x0000 AAAA desktop-22jfbmb.local, "QM" question Sequence 1Pvd %
|« s Fa o3 ALANAN A 3ot AL E N1 AORAN ki S .m_.,
No digplsy fiker sor.
Limit to Display Filter (A Group by summary Search: l J I Show... 'I
Close || Heb

(Expert Information) sl cilaglea jla 112,18 K&
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Connecting to a VPN Service on your Windows Machine £L ol

HilaaT Vgl Bl i34 (VPN 2...:!5..11Mb:&u'leJLa:mai:‘blislﬁule”@_}mﬁUaéfau_
uu.u.Jy.mucﬁﬂj,m),,Pmujlwytwﬂtwwc_@ 19 @i e A plall 028 2 el il
sl o yaa e Viaas ol Cye Jaald 3ol 530 A Lot asa Mﬁlwm Jsuogdl sungi M ciluwll g cls 21
Oldn LN 593 (VPN) Zuolint| dcisl ;Y1 AS0al daiin I (o sl g Ol JSiin JLas¥ ol gall ySias
Al e 5l IS (g1 o gl I3 (o Sl i Bt slilaadl (e L a2 of dlgis Jumes il ol e

F LA JENE oM
" ! PO EN (PPt §
) (VPN)

Ry O, N e a9 e VPN Jise PREGN{

= n | N, ormrmm DN Rimrnn i

----- W= S

L—"

o/ Pk e ) gl Jauoo CopoNdeaddgpe  pol ol Joog ,i._l:'-fa.u.il

st e Jens s g Sl il A a8 Baladl Al ,2aWl A deus 12,19 Js
(el Al i 5l Jaall (VPN) Zuslind) dus! 3031 Gl JLad¥l 3gaiys allais Jans S0 canslnll (1S3
515 L8 35 3 M gamgdl 2 (ya¥1 (o g U1 (VPN dolind | iy W1 At Al g JLcs¥1 555 o
Aol |, Y ALY Ba i 399 (0 58] el s Lally @ellall e A0e¥l pd eullll ol Aalall SLeYI 2
Lo JLas¥! s 39 My-vpn-server euls uliwls e Gl 3254 (VPN)

1(VPN) duolit) dud) D% 1 ASLEN Aaddns Jlad W

O (1s1uc¥) Settings Lle dais! ysuing 2 (eus) Start sls ;e <

B Pictures Network & Internet _le daical . (sl e 1) Settings 3280 (e <
: O . (comyyac.a)
Settings ¢
® K B.[h&ll@!ﬁ&i@i)VPN%eﬂ:h)&@cM1 <
Povier O (VPN JLasl aslal) Add a VPN connection 3 le daacal <

ol 331 (VPN j244) VPN provider Lo alucuid| da5180 0ye <
© . (55005 (pecns) Windows (builtin)

(6] -(JLa3¥! eul) Connection name Jas 2 "VPN" (1 <

T | @) Server name or address Jz>- 2 "my-vpn-server" S| <

@ . (<lgic 5 psls
=5 - S § - . Al (Jsa ) Jume cilaglaa £43) Type of sign-ininfo Jas 2 <
o O . (Ll 1, r:lﬁl'.‘iui! @) User name and password Jzx

D ‘j‘r:‘i Ko, Phone @ Ne“?‘i::&ln-tjgﬂ PN o A (Ja.ﬁ:h) Save ‘_,.l.l‘_ dazsl <
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= Settings

Network & Internet

& status

+
VPN

@ Home VPN o
I HEG = iing 2 | o Add a VPN connection
Network & Internet
Advanced Options
ﬁ Status
Allow VPN over metered networks
% Ethernet @ o
& Dialup Allow VPN while roaming
@ o
X .
( JL@.‘J & L;..J -
Bl el 3oL
& Settings .(VPN) il
@ Home V P N
Fidazcting 2 | Add a VPN connection

Add a VPN connection

VPN provider
Connection name
Server name or 5

N 7

VPN type

User name (optional)

(VPN) Zaladl G sl oV 3l Fauie JLas¥l 12,20 S

Activating the VPN Service dnly)| dus! @Y ALY dadss (Jads
L@ e Jeadid Lgs JLa¥l clide (VPN 2l G| jma W 3 a0 Aauss (434S5 aa

437 AM
22/9/2022

Windows Security x
Sign in
Password | =
- - G 9
Ii‘:ﬁ; w Wi-Fi Airplane mode

A d T Q)

(VPN) aaladl dusl maWl as sl dans Laai 12,21 K&

€

Aud| pmd% ) AT dauss Ll

: (VPN) 2ol

e datsl Geubgaljledl Aakaia 2 <
© . (as.201) Network

dalaziol w5 g3 VPN Jlas! sl <
© VPN ULl ois 2 ga

o.(JLa:,!) Connect _le daisl <

(H.:.-_Li‘. (! ) User name .51 <
O . (L5511 %K) Password

O (5290) OK e dainsl <

LalS Hebn Jlan¥l cladl e <
3S1i @uel Jiud (Jumaia) Connected
O .vpeN
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ACLANOBLL RS oo Jutey Jakant! o
5ot JolEUL Tty il Aol | Al dgalg 30 g (Wireshark) ot yla iy piat @

Al leg guad alndedualiog icagll adlsge aazid Gyl (o (3918 pund Co 0 I mbwal ©
U

Bl | dada g p ot dolE (e ol gl ®
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:(Encrypting the Message) atlu J yais

def caesar_encrypt(message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijkimnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHIKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message ="
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted_message += char
# Return the encrypted message

return encrypted_message

:(Decrypting the Message) atlu J1 ,uais sid

def caesar_decrypt(encrypted_message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijkimnopgrstuvwxyz"
# Create a list of uppercase alphabet characters
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the decrypted message

nn

decrypted_message =
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# Iterate through each character in the encrypted message
for char in encrypted_message:
# Check if character is a lowercase letter

if char in alphabet_lower:

# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_lower[new_char_index]

# Check if character is an uppercase letter

elif char in alphabet_upper:

# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_upper[new_char_index]

else:

# If the character is not a letter, add it to the decrypted message as it is

decrypted_message += char

# Return the decrypted message

return decrypted_message

# Testing the Caesar cipher
message = "There are twenty three items in the inventory."
key =5

encrypted_message = caesar_encrypt(message, key)
decrypted_message = caesar_decrypt(encrypted_message, key)

print(encrypted_message)

print(decrypted_message)

Ymjwj fwj ybjsyd ymwijj nyjrx ns ymj nsajsytwd.
There are twenty three items in the inventory.

:(Testing the Cipher) j.aaat jLas
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plaintext_int = [ord(i) for i in plaintext]

ciphertext ="

# Loop over each character in the plaintext

for i in range(len(plaintext_int)):
# Calculate the new character by adding the ASCll value of the plaintext
# character and the corresponding keyword character (modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCIl representation as an uppercase letter
ciphertext += chr(value + 65)

return ciphertext

:(Decrypting the Message) atlu J ,ads etd

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCIl value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext = "

# Loop over each character in the ciphertext

for i in range(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCIl value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCIl representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) ,aaa jLas

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print(encrypted_message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print(decrypted_message)

ELQFREEDSGEAQBGIXFVEPIFWGPQEHVYXFVREMZIRYXAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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:(Preparing the Algorithm) ace),igatf aluc!

import random
import hashlib

# Modular exponentiation: (base?exponent) % modulus
def mod_exp(base, exponent, modulus):
return pow(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) malatf Jsls ddes fuais

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key
ali_private_key = generate_large_prime()
ahmed_private_key = generate_large_prime()

# Each party computes their public key

ali_public_key = mod_exp(g, ali_private_key, p)

ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)

ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared_secret_hash = hashlib.sha256(str(ali_shared_secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) « ,5at! g ) pLiat| i 43
# Produce the shared secret key

shared_secret = dh_key_exchange()
print("Shared secret:", shared_secret)

Shared secret: 74b40ad75c4d76edcef424bcb1e27be104c60c22072e0aad65b5a29b60d1ddab
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. 5G Networks

| Artificial Intelligence
(A1)

Asymmetric Key
Cryptography

' Cloud Computing

Cryptography

Cybercrime Regulation

' Digital Twins

. Hashing

Internet of Things (loT)
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Machine Learning (ML)

Private Key
Public Key
Quantum Computing

Robotics and
Autonomous Systems

Smart Cities

Symmetric Key
Cryptography

Threat Intelligence
Analysis

User Behavior Analysis
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